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Abstract— today the organizations have suffered from the loss data, which consider one of the threats that threaten the digital world.  The human 

errors formed one of the reasons which cause the loss data.  Therefore, the researchers have address this kind of problems and still try to get the best 
mechanisms to detect, prevent or mitigate it, such as physical, technical and social mechanisms.  However, the loss data still growth day by day.    In this 
paper, we will discuss the background of the loss data and the strengths and limitations of the exit mechanism as well as our suggestions to detect, pre-

vent or mitigate loss data. We suggested two suggestions to solve this problem, the first one is merging the physical and technical techniques such as 
connect the portable devices with special trace systems that connected with GPS, to detect it in case of theft.   Second suggestion, disappear the sensi-
tive data (sensitive attributes) of the end users and appointments one responsible only for that data. 

. 
Index Terms --- Loss Data, Physical Mechanism, Technical Mechanism, Social Mechanism;  

                       ——————————      —————————— 

1 INTRODUCTION                                                                     

Today, it seems to be universally accepted that data security 

is the most valuable things in organizations, it's the law.  Los-

ing sensitive data by way of natural disasters or physical theft 

can make a big lost for the critical and sensitive data in the 

entire organization.   The loss data consider the most im-

portant asset for any corporation of the digital world, there-

fore, it define like a blood of the digital body world.   Millions 

files transfer in cyberspace from country to country as a one 

unit each moment, such as emails message, downloads files, 

chatting, sending and receiving financial files and soon.  

In this paper, we will discuss the background of loss data, rea-

sons, the mechanisms that mitigate the loss data, strengthen 

and weakness of these mechanisms and the authors’ sugges-

tions.    

The loss data consider is one of the threats that threaten the 

confidentiality of the organization, for example lost the finan-

cial data, personal information, and leak critical information to 

the competitors.  The organizations try to prevent and mitigate 

this phenomenon by implement and apply many laws, poli-

cies, procedures and mechanisms to mitigate it. Many reasons 

which cause loss data for example,   power outage, hardware 

(hard disk failure, CPU failure), fires, and system crashed 

earthquake, and floods, lightning and human error.  Human  

 

 

 

 

 

 

errors (intended or unintended errors) are one of the biggest 

factors which cause loss data and difficult to detect it, such as 

authorized delete, update and overwriting data [1]. 

 

Organization of the Paper 

The rest of this paper is organized as follow: in section 2 the 

background of data loss, section 3 Mechanisms that Detect, 

Prevent or Mitigate lost data, section 4 discussions and limita-

tions and section 5 conclusions. 

 

2.0 Background of Loss Data. 

The problem of data loss has been came in many forms  like 

expose a confidential data of  one customer, and steal the sen-

sitive files for any company such as source code files for any 

product and sale it to the competitor .    Loss data may happen 

intended or unintended, the main factors for loss data to other 

side and violate the company policies and regularly require-

ment in this situation are insiders employees and consultants 

and others who steal a sensitive data about customers files, 

finances records, intellectual property, or other important in-

formation and sale it to third party who will pay more [1].   

More than 22 sensitive and critical data loss in year of five 

corporations.  The employees, customers, financial and IT se-

curity data have been missing owing to stolen, damage, and 

leaked.  The personal computer, laptops, mobile equipments, 

emails, applications, databases and chatting message consider 

the main gate which the user can access through it [2].     In 

June 2007, in the ministry of justice in United Kingdom, owing 

to there are no physical measures on the computers within a 

security facility, also there are no any encryption mechanisms 

to encrypted the data, three laptops were stolen and they in-

clude data about 14,000 persons, who did not pay the fine.  

The data comprising personal information like names dates of 

birth, addresses, offences and, national-insurance numbers [2].   

In February 2008, one laptop was stolen from Russells Hall 
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Hospital, and including important data about 5,123 patients.   

Unfortunately, there are no more protection on that laptop 

unless password protection [3].   In December 2007, personal 

information was stolen from West Yorkshire of 45,000 people. 

The information comprising names dates of birth and national 

Insurance numbers [4].      

In January 2008, in Birmingham from Royal Navy recruiter 

about 600,000 records were stolen from laptops which include 

information about Training Administration and Financial 

Management System [5].    In October 2008, important person-

al data about 100,000 British military personnel was stolen 

from portable hard drive which including data about their 

passports, drivers’ licences, address and names.   In June 2007, 

in the ministry of justice in UK the portable 500G hard-drive 

disk containing personal details of 5,000 prison governors and 

guards was stolen.   The disk includes names, dates of birth, 

national insurance, prison service employee numbers and ad-

dresses.  The disc was sent to Mitcheldean, Gloucs, for testing 

in Washington, Wearside, on July 20 last year, subsequently 

moved to Telford, Shrops [6]. 

In December 2007, four compact disks were lost in the post.   

The compact disks were sent by recorded delivery but never 

delivered.   The investigator of Court management will not 

evidence whether the data was encrypted or not [7]. 

In September 2008, during the way to the organization’s office 

in Birmingham, the disk has stolen and includes personal data 

about 11,423 teachers, and unfortunately, there is no any secu-

rity mechanism on it, only the password and user ID[14]. 

The insider employees have many ways to expose and steal 

sensitive data, so they formed more threaten than the outsider 

because they know and have authorized access to these data.  

Therefore, the organization must protect data which move 

through the networking and the data which reside in corpora-

tions like databases, as well as protect data in the endpoint like 

data on USB devices [1].  Therefore, to avoid data loss, the 

companies must evaluate their specific vulnerabilities for each 

loss vector and respond appropriately. According to studying 

which perform on two sources to evaluate magnitude of data 

loss in the United State:  First source, Request data from insur-

ance company that protect computer hardware.   Second 

source, survey data from a company that specializes in data 

recovery.  Figure-1-, shows the statistics which explain that the 

hardware failure forms 40% of data loss, and 30% human error 

accounts, which include the deletion data and damage to the 

hardware, for example damage occurred by abortion laptop.  

Software corruption forms 13%.   Computer viruses compris-

ing boot sector and file infect viruses’ forms 6%.  Theft of 

hardware, especially prevalent with laptops, accounts for 9% 

of data loss incidents.  Finally, hardware destruction, which 

includes damage, caused by floods, lightning and fire, ac-

counts for 3 percent of all data loss [8]. 

 

 
 

Figure.1. 

 

3.0 Mechanisms that Detect, Prevent or mitigate lost data. 

There are many different security mechanisms that detect, 

prevent or mitigate the loss data.   In this section we will con-

centrate on the physical mechanisms, technical mechanisms 

and society mechanisms, which help to detect, prevent or mit-

igate loss data.   

 

3.1 Physical Mechanisms 

As we see above the main cause of loss data is not only the 

hacking or cybercrimes.  However, recently reports which are 

coming from Irish Telecom Company referred that the physi-

cal loss and theft laptops formed another threat to loss data.   

Therefore, there are three laptops were stolen and including 

personal data about 7,000 customers and employees and their 

sensitive data like accounts and other sensitive data [9]. 

The physical loss of the devices like laptop, computers, mo-

biles and portable media formed 30% of data breaches.  There-

fore, and for the above reasons that cause loss of data, must 

have procedures and measures to prevent or mitigate these 

kinds of thefts.  There are some physical measures that pre-

vent steal laptops and computers such as: physical laptop 

locks that prevent data loss, through prevent the laptops move 

from it place [10].    

The perimeters fences, gates,  lighting, CCTV, detection 

alarms, trained guards, infrareds and beams,  intruder detec-

tion systems, hard locks, and glass protection can prevent and 

mitigate the physical stolen to the computers and laptops de-

ceives[11]. 

 

3.2 Technical Mechanisms. 

The technical mechanisms formed the second layer for protec-

tion and prevention lost data.  Data encryption, authentica-

tion, authorizations are consider the best example about these 

kinds of mechanisms.  However, the data encryption may be 

considered the most effective mechanism to protect confiden-

tial information of the organizations [12]. 



International Journal of Scientific & Engineering Research Volume 3, Issue 12, December-2012                                                                                         3 
ISSN 2229-5518  
 

IJSER © 2012 

http://www.ijser.org  

[13] There are many ways to protect the important data from 

loss or unauthorized access, such as, first: backup database 

regularly and early, can protect data from loss.  Second: Use 

Encrypting file system.  The EFS utilize the mechanism of 

asymmetric and symmetric encryption, for security and per-

formance. Third: used disk encryption, to encrypt whole disk 

that protect whole content of disk. Disk encryption can be 

used to encrypt portable drives like flash drives, USB drives. 

Fifth:  public key infrastructure, used to protect data that you 

share it with someone else.  Sixth:  Hide data with Steganog-

raphy, this way allow you to hide data inside objects. Seventh: 

Secure wireless transmissions: the data that send through 

wireless is less secure that data sent through network wired, 

owing to the interception. Therefore you should send or store 

data only on wireless networks that use encryption, preferably 

Wi-Fi Protected Access (WPA), which is stronger than Wired 

Equivalent Protocol (WEP). 

 

3.3 Social Mechanisms. 

The organization should identify the most sensitive business 

data and put a set of security procedure and guidelines such 

as security policies, training the staff and security awareness, 

training the staff and implement technologies to mitigate user 

errors, policy, violations, and internet attacks.   It also recom-

mends monitoring controls and procedures to ensure compli-

ance and increasing the frequency of audits [2]. 

 

4.0 Discussions and limitations. 

Although there are many mechanisms that the organizations 

and governments try to used it to detect, prevent or mitigate 

the loss data, however, the steals data still occurred and all the 

mechanisms that they have  been used have a weakness and 

could not prevent  100%.   For example the CCTV can detect 

the physical thefts but could not  detect  who is steal the data, 

other weakness of CCTV, owing to the power supply for 

CCTV is electric, therefore,  the professional attackers can cat 

the power, and then the function of CCTV will be not there.  

The weakness point of the physical laptop locks is the attacker 

can cut that cable by cutting tools and steal it easily.   The 

technical and social mechanisms consider  the better solutions 

for the mitigate and prevent loss data, however, also have still 

weakness such as who can detect the authorized people who 

leakage and loss data to others, as well as the professional 

hackers may can get the password or can decrypt data. 

In our point of view, we have suggest to merge the physical 

and technical techniques such as connect the equipments like 

laptops, and mobiles, portable hard disks and so on, with spe-

cial systems  that connected with GPS .  These special systems 

have all information about all equipments in any corporations, 

and when the incident happens the systems can trace the sto-

len equipment in anywhere.   Other suggestion in terms of 

sensitive data and correlation it with authorized entities. It is 

better to disappear the sensitive or critical information to end 

users, and give them applications with general information 

and the give the sensitive information to one person only, and 

in this situation, can mitigate the leakage of the information 

through the authorized persons, for example, hide the details 

amounts and appear the total amount only, and in this case the 

end users and also the DBA, cannot determine this amount   

go to where, and who will get this amount, only one person 

have this responsibility and finally can distributed this 

amount to other persons in other database or in special tables 

who is responsible on it, therefore, if there are any leakage of 

data , the organization can determine the responsible as far as 

possible.  

 

5.0 Conclusion 

Loss data consider one of the threats which threaten the digital 

world.  A lot of reports and complaints have sent every day to 

the investigation offices to looking about criminal loss data.     

There are many mechanisms to detect, mitigate or prevents 

steals data such as physical, technical and social mechanicals.  

However, the loss data still growth day by day.   In this paper 

we suggested two methods to detect prevent or mitigate loss 

data.   We suggested merging the physical and technical 

mechanisms such as connect the portable devices which kept 

the data, with special trace systems that connected with GPS, 

to detect it in case of theft.   Second suggestion, disappear the 

sensitive data of the end users and appointments one respon-

sible for that data.     
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